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Log Sources

We always get confused with various threat activities and
relate them to threat detection alone.

Threat Detection involves monitoring and analyzing various
sources of information, such as network traffic, system
logs, user behavior, and physical security measures, to

uncover signs of suspicious or anomalous activities.

It sets rules and conditions. Once a condition is met, an
alert is triggered.
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Step-by-step Threat Hunting

Threat hunting is a proactive approach aimed at actively
searching for attacks (past and present) within an
organization’'s networks, systems, or applications.

Based on suspicious activity, it formulates a hypothesis.
These hypotheses are formulated by security experts using
a creative and flexible methodology, then verified against a

global log of events from endpoints around the world.
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HREATRMODEEEING

9 KEY STEPS OF THREAT MODELING PROCESS

Valldate
(Didwe do a
good job?)

Set objectives Identify threats
(What do we want (What can

to accomplish?) go wrong?)

1 Visualize Mitigate
(Wha+t are (What are we going
we building?) to do about it?)
| | ‘

Threat modeling is defined as the process of proactively
identifying and addressing potential threats to an
organization’s systems.

Typically, organizations conduct threat modeling during the
design stage (but it can occur at other stages) of a new
application to help developers find vulnerabilities and

become aware of the security implications of their design,
code, and configuration decisions.
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Threat intelligence refers to the collection, analysis, of
iInformation about the threat landscape, including the
tactics, techniques, and procedures(TTPs)employed by
cybercriminals and threat actors.

It involves gathering data from various sources, such as
security vendors, open-source intelligence, dark web
monitoring, and internal logs, and then processing and

analyzing that data to extract actionable insights.
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Threat Identification

Threat Assessment /
Initial Screening

_ Risk Analysis Emergency

Intervention

Threat Management

Threat assessment refers to the process of identifying,
evaluating, and analyzing potential threats or risks to
Individuals, organizations, or systems and enhance security

It involves gathering information, conducting assessments,
and making informed judgments about the severity and
likelihood of specific threats.
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